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Certification of the Producer

STANDARDS
The DTS 4138.timeserver was developed and produced in accordance with the EU Guidelines:
2014 /30/EU EMC
2014 /35/EU LVD
2008 / 57 / EU Railway c € F(C
2011 /65/EU RoHS
1907 / 2006 REACH

CERTIFICATE CH-6857

References to the Instruction Manual

1.

2.

The information in this Instruction Manual can be changed at any time without notice.

The current version is available for download on www.mobatime.com.

The device software is continuously being optimized and supplemented with new options. For this
reason, the newest software version can be obtained from the Mobatime website.

This Instruction Manual has been composed with the utmost care, in order to explain all details in
respect of the operation of the product. Should you, nevertheless, have questions or discover errors in
this Manual, please contact us.

We do not answer for direct or indirect damages, which could occur, when using this Manual.
Please read the instructions carefully and only start setting-up the product, after you have correctly
understood all the information for the installation and operation.

The installation must only be carried out by skilled staff.

It is prohibited to reproduce, to store in a computer system or to transfer this publication in a way or
another, even part of it. The copyright remains with all the rights with BURK MOBATIME GmbH,
D-78026 VS-Schwenningen and MOSER-BAER AG — CH 3454 Sumiswald / SWITZERLAND.
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1

Safety

© MOBATIME

1.1  Safety instructions
Read this chapter and the entire instruction manual carefully and follow all instructions
listed. This is your assurance for dependable operations and a long life of the device.
Keep this instruction manual in a safe place to have it handy every time you need it.
1.2 Symbols and Signal Words used in this Instruction Manual

Danger!

Please observe this safety message to avoid electrical shock!
There is danger to life!

Warning!
Please observe this safety message to avoid bodily harm and injuries!

Caution!
Please observe this safety message to avoid damages to property and devices!

=ppb P

Notice!
Additional information for the use of the device.

1.3

Intended Use

The DTS 4138.timeserver is a time server for the use in network environments. It can
be synchronized from NTP and be used as NTP server. In addition, it can read the time
from DCF or GPS (e.g. from GPS 4500).

It can operate as master clock for a self-setting IRIG clock line. The DTS 4138 has 1
such line.

For additional functions, see the device descriptions in chapter 3.

The device is designed for 19" racks and intended to be installed in a 19" cabinet.
Operate the device only in installed condition and with all connectors plugged in.

Use this product only as stated in this instruction manual. Any other use is considered
improper use.

BE-800870.07



Observe operating safety!

1.4
¢ Never open the housing of the device! This could cause an electric short or even a
fire, which would damage your device. Do not maodify your device!

Caution!

o The device is not intended for use by persons (including children) with limited
physical, sensory, or mental capacities or a lack of experience and/or knowledge.

e Keep packaging such as plastic films away from children. There is the risk of
suffocation if misused.

1.5 Consider the installation site!

— e To avoid any operating problems, keep the device away from moisture and avoid
Caution! dust, heat, and direct sunlight. Do not use the device outdoors.

e The device is designed for 19" racks and should only be operated installed in a 19"
cabinet.

Danger! Make sure

that you wait before using the device after any transport until the device has
reached the ambient air temperature. Great fluctuations in temperature or
humidity may lead to moisture within the device caused by condensation, which
can cause a short.

“é 1.6 Please observe the electromagnetic compatibility!
o This device complies with the requirements of the EMC and the Low-voltage

Caution! Directive.

1.7 Network security

Caution! o The default password shall be changed after the commissioning of the device.
aution!

¢ A reset of the password to default through hardware is not possible.
Using MOBA-NMS the password can be modified.
In case an access via MOBA-NMS is not possible, support effort will be needed or
the device has to be sent back to the factory.

e All unused services shall be deactivated: FTP, Telnet,...

© MOBATIME 7/100 800870.07



2 Maintenance

2.1 Troubleshooting: Repairs

Please read carefully Appendix D Troubleshooting if your device does not work
properly.

If you cannot rectify the problems, contact your supplier from whom you have
purchased the device.

Any repairs must be carried out at the manufacturer’s plant.
Disconnect the power supply immediately and contact your supplier if ...
¢ liquid has entered your device.

¢ the device does not properly work and you cannot rectify this problem yourself.

2.2 Cleaning

o Please make sure that the device remains clean especially in the area of the
connections, the control elements, and the display elements.

¢ Clean your device with a damp cloth only.

e Do not use solvents, caustic, or gaseous cleaning substances.

w

Disposing

Device
At the end of its lifecycle, do not dispose of your device in the regular household
rubbish. Return your device to your supplier who will dispose of it correctly.

Packaging
@ Your device is packaged to protect it from damages during transport.

S =

Packaging is made of materials that can be disposed of in an environmentally friendly
manner and properly recycled.

g
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3 General Information: Introduction

3.1 Scope of Delivery

Please check your delivery for completeness and notify your supplier within 14 days
upon receipt of the shipment if it is incomplete.

The package you received contains:
e DTS 4138.timeserver

¢ Mounting set for rack mounting consisting of:
- 4 pcs nuts for 19" housing
- 4 screws M6 for the nuts
- 4 plastic discs for screws M6

e Connector set
- 1 * spring terminal 6-pole orange
- 3 * spring terminal 4-pole orange
- 2 * spring terminal 2-pole orange
- 1 * spring terminal 5-pole orange

e 2 pcs mounting tools with spring terminals

3.2 Technical Data

See Appendix "H Technical data“.

3.3  Device Description in this Manual

This instruction manual is for the master clocks DTS 4138.timeserver and DTS
4139.timeserver. Below both models (DTS 4138 and DTS 4139) will be referred to as
DTS 4138 with the exception of time-keeping.

3.4 Introduction

The DTS 4138.timeserver is a NTP Time Server for use in network environments. It
can be synchronized by DCF or GPS (e.g. from GPS 4500), AFNOR-A/C, IRIG-B* and
NTP, and act as a NTP server in a network.

It can be used as a master clock for NTP slave clocks, synchronized via unicast or
multicast with NTP and time zone table.

It is equipped with 2 LAN interfaces for the operation in two independent networks.

In addition, the DTS 4138 provides an IRIG/AFNOR line (available as analog and
digital (current loop and RS422) output), a serial interface for the output of time tele-
grams as well as an output line for technical pulses (pulse/frequency/DCF).

As the "main“ master clock, the DTS 4138 can synchronize other master clocks or
other equipment with DCF and monitor with 1 alarm input.

The DTS 4138 can send both e-mails and SNMP traps for alerting purposes.

Using MOBA-NMS and SNMP, the DTS 4138 can be fully operated and its
configuration and system status can be requested.

To maintain a redundant time source, two DTS 4138 can be linked by an optical link.

! with IRIG-B synchronization the date must be set manually once or by another time source (GPS).

© MOBATIME 9/100 800870.07



3.5 Device types

Model: Features: Product no.:
DTS 4138.timeserver According to above description with TCXO 205280
(temperature compensated quartz)
DTS 4138S.timeserver Like DTS 4138; Siemens version 204760
) Like DTS 4138, but with OCXO
DTS 4139.timeserver (,heated” quartz) -

Device descriptions:

Since the only difference between DTS 4138(S) and DTS 4139 is the quartz, no
difference is made on the front plate. It always has DTS 4138.timeserver printed on it.
The precise description is made on the identification label on the back.

3.6 DTS Distributed Time System

DTS (Distributed Time System) is a system developed by Moser-Baer AG to connect
decentralized master clocks, slave clock lines and time servers. For communication,
standard LAN (Ethernet) is used. The DTS can be centrally operated and monitored.

MOBA-NMS

MOBA-NMS
Operating terminal

GPS Operating terminal
l DTS 4138 timeserver
e . 17 o
GPS Fiber-Link,
option for redundant
systems

DTS 4138 timeserver
gy o' 5 /

DTS 480x.masterclock DTS 4138.timeserver
,m.g_.‘-DA @ L et e -.D;‘j oN

RS 232, 422, 485
RS 232, 422, 485 Synch Pulse, DCF

Impulse or IRIG, AFNOR, DCF-FSK

IRIG, AFNOR, DCF-FSK i
DTS 2340 distributor

] (al_

IRIG, AFNOR, DCF—FSKl lv i l
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3.7

MOBA-NMS - Network Management System

MOBA-NMS is software used for central management and inquiry of state and alarm
information. It supports DTS devices as well as all MOBATime analog and digital
network clocks and can handle a network with more than 1000 devices. This software
provides extensive functions for the configuration, installation, back-up / recovery etc.
especially for DTS devices.

Due to the DTS concept, MOBA-NMS can be installed multiple times in one network.
With different user rights on the device and software level, the configuration abilities of
different users can be set as required.

For DTS devices, all communication is conducted over SNMP V3. The SFTP protocol
is used for broadcasting files.

3.7.1 Overview of the main functions

The main MOBA-NMS functions for DTS devices and network clocks are listed below:

e automatic device scan over multicast or IP range

¢ device management using user-defined device groups =» see chapter ,3.7.2 Device
management”

¢ intuitive user interface with input check for the device configuration
o status / alarm request and display on the device group level

¢ device firmware update for one or several devices (parallel)

e support for device commands, e. g. reset, restart etc.

e back-up / recovery of DTS devices

o transfer of the whole DTS configuration to another device

¢ user management with different access rights

¢ monitor for NTP and time zone packages

o editor for time zone files

e online help

e etc.

© MOBATIME
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3.7.2 Device management

All MOBATIme network devices are displayed in the so-called device view. Here, the
devices can be grouped according to user-defined criteria. For this, the individual
devices can simply be moved to the according groups and sorted using drag and drop.

There is no limit to the number of groups and sub-groups.

Besides the organizational advantages (easier locating, better
overview), a device group has the following advantages:

¢ commands and device updates can be applied to the whole
group (including sub-groups).

e Alarms and errors of included devices are displayed on the
group level.

e Complete groups can be moved
themselves.

/ sorted among

The content of the device view can be saved and opened at a
later time. The created structure and breakdown into groups is
preserved.

D Device V\ew}

-l Master Clocks

E|rl Slave
E-L | B

. J Second floor

Clocks
uilding 1

(L) SAN 40 (Labor Roger W, 1.)
1) SEN 40 (Labor Roger L. I..)

SEM 40 (Labor Roger T.5w.)
(1) SEM 40 (Labor Roger W.r.)
uilding 2

. J First floor
[+ iyl Second floor

() NBU 130 (01 - Mein NBU 130}

-(j MBU 190 (PM Nr. 008)
(X)) NBU 130 (NBU 130 Testlauf 1)
) Third fioor
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4 Displays

4.1 LED displays front side

: ) L]

[ v B taw2 | uss |
Description Color Status Description
Power Green  On Mains or DC power supply is in order
Off No power supply
Alarm Red On The alarm relay signalizes an alarm
Off No active alarms
Sync Green  On DTS 4138 can read the time from a synchronization
source
Off Synchronization source is not available
LAN 1 control lamps:
Left Green  Blinking Network activity
Orange Blinking No connection to network
Right Yellow  Off 10 Mbit
On 100 Mbit
LAN 2 control lamps:
Left Green  Blinking Network activity
Orange Blinking No connection to network
Right Yellow  Off 10 Mbit
On 100 Mbit

4.2 LED indication back side

-] -« m -|-¢“‘. 1-.."'l ;Eliﬁ*
TEREIR LI 1 1 O 11T ™
bl - TREE L ] E HRANER
Borlal Pulss
vl
Description Color Status Description
DCF in red Blinking DCF (GPS reception), blinking every second = time

information from receiver

© MOBATIME 13/100 800870.07



4.3 Display

Display showing the current status of the DTS 4138.

Display of: -Time, date
-Current time source
-Stratum of the DTS 4138, status: Master / Slave
-Software version
-IPv4 address LAN 1
-IPv4 address LAN 2
-IPv6 address LAN 1
-IPv6 address LAN 2
-Alarm summary
-Current alarms

The display can be operated by means of the corresponding “Display” button:

First press the button briefly: Switch on the background light
Other buttons to press briefly: Scroll through all displays
Press button longer (>3 sec): Change to default display (time and date)

The display changes after approx. 3 min without pressing the button for the default
display and the background light goes off.

If a USB stick has been plugged in, it will be displayed. If only telegram files should be
copied or the network settings should be changed, this can be activated directly with
the button. (Press the button until the copy process starts).

© MOBATIME 147100 800870.07



5

Installation

5.1

Connections

5.2

The connections are specified in Appendix “A Connection diagrams*.

Only connect the designated devices to the various inputs and outputs.

Boot procedure of the DTS 4138.timeserver

5.3

The normal booting time of the DTS 4138 is approx. 60 sec. with pre-set IP or with
DHCP. After booting procedure, the text "starting" appears on the display (during the
booting procedure the display is dark and empty). Without connection to a DHCP
server, the first start up can take up to 75 seconds. After that, the DHCP option must
be set to "off" in the network configuration.

The display “starting” remains until the time of output to the lines.
The duration, depending on the configuration, is 5-30 sec.

Firmware

5.4

It is recommended to install the current firmware on your device prior to the definite
commissioning. The current firmware can be found under Technical News.

Initial configuration

5.5

Per default, the LAN 1 interface is configured with DHCP on. After booting in a hetwork
with DHCP server, the received IP address can be displayed.

The LAN 2 interface is configured with the following static settings per default:
IP 192.168.1.5, Subnet 255.255.255.0, Gateway 192.168.1.1

If these possibilities do not work out for the initial configuration, the network
configuration can be modified using a USB stick. For this purpose, a text file named
DTS4138NW.conf is created and filled with the corresponding parameters (not all
parameters are required):

1P1:192.168.1.3

SUB1:255.255.255.0

GW1:192.168.1.1

1P2:10.0.0.7

SUB2:255.255.240.0

GW2:10.0.0.1

The insertion of the USB stick is displayed. For taking over the network settings, press
the button until the normal time display reappears.

Basic settings (factory settings)

The basic settings can be found in the table in Appendix “G Parameters”.

© MOBATIME
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6 Operation

6.1 General

Operation occurs via a terminal menu or SNMP. SNMP operation is explained in
chapter “9 SNMP*. Operation with the terminal menu takes place either via Telnet or
SSH. After a connection has been set up, the login screen is displayed:

Rz

DTS4138 login:

To start the menu, dts must be logged in as user. The standard password is dts.
(Changing the password =» see chapter “6.5.20 General settings").

Only one menu can be open at any time. The first menu started has priority. The menu
is automatically closed after 15 min. without operation, and any possible connection via
Telnet or SSH is interrupted.

Backspace:
Backspace must be set to "delete” with the serial terminal.
Local echo:

Some terminals (serial or Telnet) do not display the characters entered. It is, therefore,
necessary to switch on the "local echo” in the terminal.

6.1.1 Telnet

Windows 98, 2000, XP, Vista, Windows 7: Start = Run = telnet [IP-address]
User: dts
Password: standard password dts
NetTerm (Shareware)

Linux: Start console and enter “telnet [IP-address]

© MOBATIME 16 /100 800870.07



6.1.2 SSH
Windows 98, 2000, XP, Vista, Windows 7: e.g. with Putty
Linux: Start console and enter “ssh dts@][IP address]*

6.1.3 Menu structure

% | auswahlen CYWINNT system32' crnd.exe - telnet 10.241.0.65

DTS 413B.timeserver Moszer—Baer AG

TIME SOURCE<«——— | menu title

1 2 —— parameters
2 for failure of the source 20min

3 DTS stratum .

4 Stratum limit menu options 12

5 Stratum TO —16 PO Ol o I OILI 24h

6 Offzet stratum LHms=

7  HMax fzet for time ok LAAARAus

8 i source correction (DCF-GPS onlyl Bms

28 Return and save response line

29 Return and discal‘ﬂV

Unknown command: "2

input line (prompt
Enter desired menu numher>4/ P (P PY)

status line

The current menu is always displayed in the menu title. The menu options show all
the selectable menu functions. Provided the menu item is not a further menu, the set
parameters are displayed. Error messages (e.g. invalid entries) or additional
information to the selected menu items are displayed in the response line. The input
line shows the current input values or options possible. The status line only appears,
when an information has to be displayed, e.g. "An alarm is active".

All entries must be completed with ENTER (Return) (e.g. also ESC).

The menu window can always be exited with Ctrl-C (incl. termination of the Telnet and
SSH connection).

The desired menu can be selected with the relevant number.

The numbers 98 and 99 are always used identically:

¢ With 98, the settings entered are saved and the menu exited. Depending on the
change, the DTS 4138, or only partial functions, are rebooted.

o With 99, all changes to the menu are reversed and the menu exited.
In the menus where data cannot be saved (command 98), the menu is only exited
with 99, but any changes are not saved.

The current menu is updated, without any further entry, with ENTER.
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6.2

MOBA-NMS operation

For the configuration of DTS devices via GUI, MOBA-NMS (see chapter ,3.7 MOBA-
NMS - Network Management System“) can be used. All configuration possibilities are
subordinated in different configuration pages (called ,tabs“). These tabs are connected
to the terminal menu and desighated accordingly. Example: The terminal menu
~configuration = Alarms" can be found in MOBA-NMS under the tab ,Alarms”.

Configuration example:

wrr DTS 4133 (Client device 2 - Training room) X

DTS 4138 e . B D= B D A
Status: OK — —
Firmware version: 03040612,010000,010005 Version details. ..
r List of active alarms r Network r Power
Interface 11 Interface 2 Power supplﬂ Quartz correction
IF'V4] IPvG Voltage supply 1 [V]:  25.0
DHCP: Off Current supply 1 [mA]: 119
IP address:  172.16.31.152
Subnetmask: 255.255.240.0 Voltage supply 2 [V]: 1.6
Gateway:  172.16.18.1 Current supply 2 [mA]: 0
DNS server:  noinfo
Hostname: DT54138
Alarm history...
~ Time, time state  Source
Internal time (UTC): Feb 12, 2018 4:08:03 PM Local] NTP
Stratum and status: 1 MASTER Actual measured offset: Os Qus
Last measured drift: 0.0078ppm Last time received DCF: Feb 12, 2018 4:07:00 FM
Last quartz correction (UTC): Feb 12, 2018 2:58:01PM Sec. counter DCF: 17
Time source: GPS-DCF Last time received link:  Jan 1, 1970 12:00:00 AM
Offset to source [us]: o Sec. counter link: 0
Last time info from source:  Feb 12, 2018 4:07:01 PM
Jitter of the source [us]: 0 ~NTP state
Quality of the source: 100% Show NTP status details. ..
Mext refresh: 2 min. 14 sec. Refresh |
Overviewj Qutputs | Time handling | Alarms | Network | SNMP | General, Services

_

configuration pages
(tabs)

For further details on the general MOBA-NMS operation, check the integrated online
help (menu ,Help = Show help*).

Important: To enable the communication between MOBA-NMS and the DTS devices,
SNMP must be activated! Set terminal menu ,Configuration =» SNMP =
SNMP Mode* to ,on"“. SNMP is activated by default.
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6.3

Main menu

C Telnet 10.241.0.1

=0l x|

DTS 4138.timeserver Moszer—Baer AG

MAIN SELECTION
1 Status

(Actual alarms and history,. timesource state,. version
2 Configuration

(Configuration of the lines, timesources, alarms ...)>
3 Maintenance

(Update, backup ...>»

292 Exit DTS menu

Enter desired menu number>

Status:

Menus:

See chapter “6.4 Status menu*

Configuration: Configuration of the DTS 4138

See chapter “6.5 Configuration menu “

Maintenance: Software update, backup and restore

See chapter “6.6 Maintenance menu*

Display of various information regarding operation and environment
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6.4 Status menu

The status menu consists of 2 pages.
Status menu page 1:

=10/

DTS 4138 .timeserver Mozer—Baer AG

LOCK STATE Page 1
Alarm state
Alarm history
Time, time state
Local source
Power
Info network config.
Internal state
Product information
Uersions of the software

Wl 00 =] O 7T e ) D ek

Press enter for next part,. 79 to leavel_

The menu shows various information on the current operating status.

1. Requesting alarm status, display of all the DTS 4138 active errors.
Display of the DTS 4138 alarms (64) on 4 pages. The ALARM DETAIL menu
pages can be scrolled through with ENTER. Active alarms are displayed with a *.
The ALARM DETAIL menu page can be exited with 99. All DTS 4138 active
alarms are displayed, masking (e-mail, traps, relay) only occurs later.

2. Alarm history display.
Display of the DTS 4138 alarm record, newest alarm first. The ALARM RECORD
menu pages can be scrolled through with ENTER. The ALARM RECORD menu
page can be exited with ESC.
Max. length of error report: 240 messages.

Current time and status display. See chapter "6.4.1 Time information and status"
Time source information display. See chapter "6.4.2 Time source information”

Power supply information (current, voltage) display.

o o b~ w

Current network configuration display. With ENTER, a second page can be
displayed with network information.

7. DTS 4138 system information display (internal status, regulation voltage of the
guartz..). This information is for support purposes only.

Product information like serial number, firmware version etc.

All respective software versions of the DTS 4138 components.
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Status menu page 2:

1=

DTS 4138.timeserver Moser—Baer AG

CLOCK STATE Page 2
11 NIP peer state (ntpg —np?
12 NIP state <{ntpg —c rl>

Press enter for next part, 79 to leavel_

Display of information with regard to the internal state of the NTP server.
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6.4.1 Time information and status

C Telnet 10.241.0.1

TIME INFORMATION AND STATUS
Stratum and state of DIS

Last measured deift
Last guartz correction

Quality of the source

2% Return

Enter desired menu number>

=10l x|

DTS 4138.timeserver Moser—Baer AG

Internal time of the DIS <local timel 16:54:44 A8 _88_12

1 MASTER
A.8187ppn
14:53:1 A8 .@A8_12 UTC

Time source GPE <(DCF>

Offzet to source Bus

Last time information from source 14:54:81 B8.88.12 UIC
Jitter of the source Busz

188:

- Internal time of the DTS:
- Stratum and status of the DTS:

- Last measured drift:

- Last quartz correction:

- Time source:

- Offset to source:

- Last time info. from source:
- Jitter of the source:

- Quality of the source:

local time

current stratum,
status: MASTER, SLAVE, not defined

drift before the last quartz correction
time of the last quartz correction
current time source

offset to source (source — system time)
time of the last information from source
current jitter

guality of the source
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6.4.2 Time source information

_iBix

DIS 4138 _timeserver Moser—Baer AG

TIHESOURCE INFORMATION
Actual measured offset Bus GPS FPGA

Last time received DCF <(UTCH 14:55:80 B8.88.12 <7
Sec. counter DCF 19

Last time received link <UTC> 14:55:880 B3 .88 _12

Sec. counter link 19

NIP =zource Antenna (DCF-/GPS5>

NTP source offset Bus

NIP zource jitter lus

NTP source stratum a

22 Return

Enter desired menu number>_

- Currently measured offset: last measured offset with source info and type of
measurement (only needed for Moser-Baer
support).

- Last time received DCF: last time received from DCF source

In (): Information about number of available
satellites (only for GPS 4500 and GNSS 3000).
For DCF, this value is random.

- Sec. counter DCF: the counter is incremented by 1 with each DCF
pulse. For the minute marker, the counter is set
to 0.

- Last time received link: last time received from DTS Link

- Sec. counter link: analogue sec. counter DCF

- NTP - Source: current time source (system-peer) of the NTP
Server
Antenna = DCF or GPS

- NTP source offset: current offset of the NTP Server

- NTP source jitter: jitter of the current source

- NTP source stratum: stratum of the current source

© MOBATIME 23/100 800870.07



6.5 Configuration menu

M=

DTS 413B.timeserver Moser—Baer AG

CONFIGURATION

Qutputs

Time handling

Alarms

General

Network

Services (FIP. telnet,. S5H>
SNMP

= O L L ) ek

29 Return

Enter desired menu number’

Configuring the DTS 4138 through various submenus:

1. Configuring the lines / outputs (DCF/pulse/frequency, serial interfaces,
IRIG/AFNOR/DCF-FSK and NTP slave clock line) See chapter "6.5.1 Lines"

2. Configuring the time source, time-keeping etc.
See chapter "6.5.7 Time handling”

3. Alarm settings (alarm relay, e-mail, SNMP)
See chapter "6.5.13 Alarm"

4. General settings of the DTS 4138 (language, time zone for alarms and display,
password for menu, power supply monitoring...)
See chapter "6.5.19 General settings"

5. Network Settings
See chapter "6.5.20 Network"

6. Services (switching network services such as FTP, Telnet, SSH on or off)
See chapter "6.5.21 Services (network services FTP, telnet, SSH...)"

7. SNMP Configuration for GET/PUT.
See chapter "6.5.22 SNMP" (Traps are described in menu '2. Configuration’ =»'3.
Alarms’ = '3. Traps'. See also chapter “6.5.17 SNMP traps”)
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6.5.1 Lines

Under lines, settings can be undertaken for the following functions:

1 DCF - Output => see chapter 6.5.2
2 DCF / Pulse / Frequency output => see chapter 6.5.3
3 Serial Interface => see chapter 6.5.4
4 IRIG/ AFNOR / DCF-FSK output => see chapter 6.5.5

(6]

NTP slave clocks / time zone server =» see chapter 6.5.6

6.5.2 DCF - output

The DTS 4138 is equipped with one DCF output line.
This line is available on the electrical current loop DCF output.

C Telnet 10.241.0.1

=0l x|

DTS 4138.timeserver Moszer—Baer AG

DCF OUTPUT
1 Mode <B=off. 1=DCF> i
2 Time =zone [al UIGC

28 Return and save
22 Return and discard changes

Enter desired menu numbher’

1. Select line function: off or DCF on
2. Select time zone =» see chapter 6.5.26 Time zone selection.
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6.5.3 DCF/Pulse/Frequency output
ol

DTS 4138.timeserver Moser—Baer AG

DGCF » PULSE .~ FREQUENCY OUTPUT 1

1 Mode <B=off,. 1=DCF, 2=pulse, F=frequency? 1

2 Time =zone [al1 UTIC

3 Pulse type (A=sec 1=min 2=hour 3I=user>

4 Pulze length 150ms

5 Usepr defined pulse type 1zec

6 Correction of output Bms

7 Frequency LAPAaRBH:=

78 Return and save
22 Return and discard changes

Enter dezired menu numhbherl_

1. Select line function: Line switched off, line DCF output, line pulse output, line
frequency output

Select time zone =» see chapter 6.5.26 Time zone selection.

Select pulse mode: every second, minute, hour or user-defined.
(Only active with the pulse output function)

4. Select pulse length in ms (1-500ms)
(Only active with the pulse output function)

5. User-defined pulse interval (1-3600 sec) only active with pulse type 3 (=user) (the
value is also only then displayed). The pulse always occurs after a multiple of the
pulse interval from the 0 second in the 0 minute, e.qg.:

— Pulse interval 960 sec. (16 min.)

=» Pulse occurs: 00:00:00, 00:16:00, 00:32:00, 00:48:00, 01:00:00, 01:16:00 ...

— Pulse interval 25sec

=» Pulse occurs: 00:00:00, 00:00:25, 00:00:50, 00:01:15, 00:01:40, 00:02:05 ...
... 00:59:35, 01:00:00, 01:00:25 ...

Output correction (-500ms...+500ms)
Frequency (1Hz to 5MHz)

Important: Only frequencies which fulfill the following requirements are to be used,
otherwise, phase shifts occur:
20'000'000 / frequency = whole number value

Important: Frequencies above 2 MHz are not sent out as a square-wave signal
anymore.
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6.5.4 Serial interface
Serial telegram output via RS232, RS422 or RS485.

o Telnet 10.241.0.1

=10l x|

DTS 4138 .timeserver Moser—Baer AG

ERIAL OUTPUT 1

Mode (B=off, 1=on> a

8

1

2 Time =zone

3 Com Mode

4 Baudrate

5 Databit

6  Stophit

7  Parity

8 Telegram file

28 Return and save
?? Return and discard changes

Enter desired menu numbher>

© N o g &

Notice:

Select mode:  Line switched off / on

Select time zone =» see chapter 6.5.26 Time zone selection.

Com mode:

1 =send RS 232 (receive is not enabled)
2 = send and receive RS232

3 = send and receive RS485

4 = send RS 422 (receive is not enabled)

Baudrate: 300, 600, 1200, 2400, 4800, 9600, 19200, 38400

Data bit: 7 or 8
Stop bit: 1 or 2

Parity: none, even, odd

Selecting telegram file changes to the menu “SELECTION OF FILE"

Notice: No flow control available.

To set the parameters, the line type has to be selected first.

The description of the telegram function and the telegram file can be found in Appendix
E Serial Telegrams.
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Selection of the telegram file:

% Telnet 10.241.0.1

=10lx]

DTS 4138.timeserver Moser—Baer AG

SELECTION OF FILE Page 1
AA: MC4825TD.TEL A1: MC482UTC.TEL

Enter requested file number

Press enter for next part, ESC to leavelr_

The copy procedure of telegram files is explained in chapter "7.10 Copying Telegram
files to the DTS 4138.timeserver*.
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6.5.5 IRIG/AFNOR /DCF-FSK Output

C Telnet 10.241.0.1

DTS 4138.timeserver Moser—Baer AG

IRIG ~» AFNOR OUTPUT 1

1 HMode

2 Time zone

3 Level ("Upp @ Ri=R1=58B0hm>

4 Alarm signal level low (“Ueff>

28 Return and sawve
9% Return and discard changes

Enter desired menu number>

=10l x|

IRIG-B126
[al1 UTC
288@ml
288ml

Select mode: see picture below

Select time zone =» see chapter 6.5.26 Time zone selection.

Configuration of the output voltage level (100 — 5500 mV):

The defined voltage corresponds to the expected output amplitude when power
matching (impedance matching) with a load of 50 Ohms is fulfilled. The output
voltage is not controlled, resp. it is not adjusted in case of a load change.

4. Configuration of the output voltage level supervision (0 — 2000 mV):

When the output voltage falls below the defined voltage level, an alarm is released.

Selection line function:

. Telnet 10.241.0.1

DTS 4138.timeserver Mozer—Baer AG

SELECTION IRIG/AFNOR CODE
Ba: off
A1: IRIG-B <(B122>
IRIG-B 12h <(B122>
IRIG-B DIEM <B122>
IRIG-B123
AFNOR—-A <NFS 87-5688>
AFNOR-C (NFS 87-588>
DCF-F3K
IRIG-E122 DIEM
IRIG-Bi26

GREREEREE
W0 CR =] O O W [

¥

Enter requested audio code

ESC to leawve>

=10l x|

Notice: With the activation of one of this outputs, the modulated and the digital

output are activated at the same time.
Example:

To activate IRIG-B002 output, the Code 01: IRIG-B (B122) has to be set

for the corresponding output.
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6.5.6 NTP slave clocks /time zone server

NTP slave clock line for operating slave clocks on the LAN (Ethernet). With this clock
line, a world time function can be realized.

_1o| x|

DTS 4138.timeserver Mozer—Baer AG

NTP_SLAUE CLOCKS AND TIME ZONE SERUER

Mode<B=o0ff 1=NTP 2=NTP+IZ 3=TZ 4=TZ poll> B
Multicastaddress

Multicastport 65534
Pollinterval for NIFP 8

Packet time to live <hops) 1
Repeat time to send TZ-tahbhles <(sec? (5]
Delay time hetween packets C(sec) i
Configure time zone tahle

00 =] T U G D

28 Return and save
29 Return and discard changes

Enter desired menu number>_

1. Mode of clock line: 0 = off, 1 = Send NTP multicast, 2 = Send NTP multicast and
time zone table, 3 = Send time zone table, 4 = Time zones on request, 5 (only for
maintenance) = Send an empty time zone table and return to previous mode.

2. Multicast adress for NTP and time zone server: 239.192.54.x
Group address: x = 1-15 for MOBATIME devices, e.g. NCI, SEN 40.

3. Multicast port for Time zone server (enter an arbitrary value, empty is not allowed!
Value e.g.: 65534). The port is also needed for requesting time zone entries
(mode 4).

4. Poll-interval for NTP Multicast in 2”poll-values in seconds (range: 1 — 16).
E.g. poll-value = 2 = interval: 2° = 4 sec., poll-value = 5 = interval: 2° = 32 sec.
For redundant Multicast time servers see remark next page.

5. Packet time to Live (TTL) for NTP- and time-zone-Multicast-packets in hops.

(Number of Routers in a network to transfer the packets through; for simple network

without routing, enter value "1", for 1 Router enter "2").
Repeat time to send time zone table: 10 — 86400 sec.

Delay time between the sending of the individual time zone entries (one entry per
Multicast packet) of the table: 1 — 60 sec.

8. Configuration of individual time zone entries. Displays menu “TIME ZONE TABLE".

Notice: Changes of multicast address, poll interval and TLL lead to a restart of
the NTP server.

Notice: For the operation of a multicast communication (NTP and Time Zone
Server) the configuration of a gateway is required (see chapter “6.5.21
Network”). The gateway can be set manually or by using DHCP.
If there’s no gateway available, it's possiible to set the own IP as gateway.
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Notice:

Redundant Multicast time server:

If two NTP servers in the same network should send NTP with the same
Multicast IP address (redundancy), then the first time server has to be
configured with a small pollinterval (e.g. 2 = 4 sec.) and second time
server with a large pollinterval (min. 100 x larger, e.g. 9 =» 512 seconds).
As long as the first time server is sending NTP Multicast packets, the
packets from second time server are ignored. This configuration is
needed, to reach a defined situation for the end devices (the DTS with the
more frequently NTP send rate gets higher priority for time reception).

Time zone table for the NTP slave clock line:

£ Telnet 10.241.0.1

ZoneB1:
ZoneB3:
ZoneBh:
ZoneB7:
ZoneB@?:
Zonell:
Zonell:
Zonelh:

TIME ZON

E_

DTS 4138.timeserver

TABLE

1 Unknown

-1
-1
-1
-1
-1
-1
-1

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Moser—Baer AG

season
season
season
sSeason
season
season
season
season

Enter requested entry

Press enter for next part,

29 to leawvel_

=10lx]

HEE |
H |
I |

H |
-1
Zoneld:

-1

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

season
season
season
sSeason
season
season
season

Display of all time zone entries (15) of time zone servers for NTP slave clock lines.

Choose a zone number to change selected zone.

Time zone selection = see chapter “6.5.26 Time zone selection”.

The page can be exited with 99. Changes are first stored or reset on the overlying

menu page.

6.5.7 Time handling

Under time handling, settings can be made for the following functions:

keeping“

Time source configuration =» see chapter “6.5.9 Time source “
Time adjustment configuration =» see chapter “6.5.10 Time adjustment / Time-

Redundant operation =» see chapter “6.5.11 Redundant operation*®
NTP Server =» see chapter "6.5.12 NTP server"
For setting the time manually =» see chapter “6.5.13 Manual time set / Leap second”
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6.5.8 Time source

Time source configuration.

_ioix
DTS 4138 .timeserver Moser—Baer AG
TIME SOURCE
1 Source type
2 Time zone of the source [A1 UTCG
3 Alarm delay for failure of the source 60min
4 DIS stratum (B=auto, 1-15=Fix> a
5 Stratum limit for synchalarm 12
6 Stratum TO <1-16> DCF-GPS fail ih
7 Offszet per stratum 50m=
8 Max. offset for time ok 5A808us
? Time source correction (DCF/GPS only) Bms

28 Return and save
?? Return and discard changes

Enter desired menu numbher_

1. Type of time source: 0=none, 1=DCF low quality, 2=GPS-DCF high quality,
3=NTP, 4=AFNOR-A/C or IRIG-B 12X

Time zone of the source: see chapter 6.5.26 Time zone selection.

Alarm delay at failure of time source (minutes):
0 = off, 1-2'160min, default = 0
Error: “loss of time source TO” resp. “loss of local source”
in redundant mode as slave

4. DTS stratum: O=Stratum is automatically calculated according to
the time source (see chapter 8.3).
1-15= Stratum is set on a fix value

Stratum limits for alarm: Limits for alarm “Time source stratum lost* (1-16)

Stratum TO (Timeout):

Duration of stratum change 1 to 16 in the case of time loss (1-999h),
e.g. 24 hrs =» stratum counts up from 1 to 16 within 24 hrs.

Default value: 12h

7. Offset per Stratum in ms (0 — 40'000 ms). Stratum is calculated with this value
when time is received again:
Offset/Stratum = 30 ms, offset of the time source 150 ms =» Stratum =5

8. Max. offset for time source to set valid time in us at start up.
(0-1'000°000us)

9. Time source correction (only for DCF), +/-60'000ms

For description of time source see chapter “8 Time administration®
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6.5.9 Time adjustment / Time-keeping

-iBix]

DTS 4138.timeserver Moser—Baer AG

P P Gl DD ek ]

RIC

IME ADJUSTHENT CONFIGURATION
Adjust mode <(A=follow, 1=setl a
Max. catch up speed 1888808nz .3
Time core type (B-255, default 8> a
Synch. only offset Bms=
mode a

28 Return and sawve
9% Return and discard changes

Enter desired menu number>

1. Adjust mode: O=time is slowly adjusted (without time steps)

1=time is set immediately

Maximum catch up speed in ns/s (0-10'000’'000).
Quartz type: Standard=0 (0-255)
Synch. only offset: O=off

100-5000ms=Limits as from which time is no longer
accepted =» Alarm “Syn only diff too great*

5. RTC mode 0=RTC deactivated

Notice:

Important!

1=0N, with initial time set, independent of the mode (1)
2=0ON

Explanation to the RTC mode:
RTC mode O:
After startup of the device the system time starts at 00:00. First of all, the
device has to receive the time from its time source. The time adjust
happens according to the
"1 Adjust mode".
RTC mode 1:
The internal real time clock (RTC) is activated. After startup of the device
the system time is set with the RTC time.
The first takeover of the time from the time source happens in one step,
independent from the Adjust mode (1) setting.
RTC mode 2:
The internal real time clock (RTC) is activated. After startup of the device
the system time is set with the RTC time.
The time takeover from the time source happens according to the Adjust
mode (1).
= Adjust mode = 0: time is slowly adjusted

Adjust mode = 1: time is set immediately

For the redundant operation, the RTC mode should be switched off!

For a description of time-keeping and adjustment see chapter “8 Time administration”
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6.5.10 Redundant operation

-iBix]

DTS 4138.timeserver Moser—Baer AG

REDUNDANT OPERATION
1 HMode {(B=single, 1=red., 2=red. LAN1-LANZ)> 1
3

2 Stratum limit <1-16>

3 HMax. offset to slave source 1800800 s

4 Port for LAN link 14338

g IPF address 2. DIS 4138 18.241 .8.53

Set master manual

28 Return and sawve
9% Return and discard changes

Enter desired menu number>

1. Mode: O=single operation
1= redundant operation of 2 DTS 4138 (Master-Slave operation)
2= redundant operation of 2 DTS 4138 (Master-Slave operation) without
LAN communication between the 2 devices.

Stratum limit to switch from slave to master. Standard 16 (1-16)

Max. offset of slaves to the slave time source for triggering the alarm “Offset
Source (Slave)” (0-5'000'000us)

Port for LAN-Link. default 14338

IP address of the 2™ DTS 4138. Only required if the optical link is not working.
Format 10.241.23.99
ENTER without entering an address will delete the entry.

6. Manual change from slave to master. The command is effected immediately.
Saving with '98’ is not required when exiting the menu.

For a description of redundant operation, see chapter “8.11 Redundant operation of 2
DTS 4138.timeservers*

Important! In redundant operation, no NTP servers may be configured as backup
sources.
The redundant operation only works with GPS synchronization!

Important! For the redundant operation, the RTC mode should be switched off!

Important! LAN link in redundant mode:
For the redundant operation with additional LAN link, only the LAN 1 can
be used. If this is not possible, select redundant Mode 2.
The LAN link is only used for internal communication between the two
servers. It is not a redundancy for the optical link.
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6.5.11 NTP server

NTP can run as server or combined as server/client. To run NTP as source (NTP as
client), in the menu '2. Configuration’ = '2. Time handling’ =» '1. Time source setting'
=> '1. Source type' choose NTP and set at least one server. If NTP server is
configured, but NTP is not indicated as time source, NTP only runs as backup time
source (redundancy) to the actual time source.

The exact behavior of NTP time sources is described in chapter “8.5 Time acceptance
from NTP*.

Further two multicast or broadcast addresses can be configured.

101 %]

DTS 4138.timeserver Moser—Baer AG

TF SERUER CONFIGURATION

Conf iguration timeserver address
Conf iguration timeserver address
Configuration timeserver address
Conf iguration timeserver address
Conf iguration multi—/broadcast address 1
Configuration multi— broadcast address 2
NIP Authentication

NIFP slave clock line <{info only)

= R P Gl D ek
e b [ =

2% Return

Enter desired menu number>

1.-4. Summary about configured NTP — time sources. Select to configure.

5.-6. Summary about configured NTP — broadcast addresses. Select to configure.
7. NTP Authentication: Changes to the menu “NTP AUTHENTICATION"
Information about a multicast — address, configured for NTP slave clocks.
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Configuration of the individual server/peer address is as follows:

-ibx]

DTS 4138.timeserver Moser—Baer AG

ENTRY TIMESOURCE 1

1 Source

2 Minpoll a

3 HMaxpoll a

4 Server-Peer SEPVER
5%  Prefer of f

6 Authentication kewy of f

7?8 Return and save
29 Return and discard changes

Enter desired menu number>

1. Insert time sources (IP address or name, e.g. “ntp.metas.ch”)
ENTER without entry of an address will delete value.

2.-3. Configurations of Minpoll and Maxpoll: Inquiry interval 2”poll value in seconds.
0 = automatically
e.g. poll value=2 = intervall 2: 22 = 4sec., poll value=5 = intervall 5: 2° = 32sec.
Range of poll values (exponent): 1 — 16
To get an exact synchronization it's better to limit Maxpoll to 6 (64 sec.).

4. Set type of NTP inquiry: server or peer
5. Preferred source: on or off
6. Authentication key: off, key number, autokey

Notice: If a key number is entered, the entered key must also be added to the
trusted keys.

Notice: All changes lead to a restart of the NTP server!

Notice: If NTP only runs as a backup (source DCF or GPS), no NTP source
should be indicated as prefer!

Notice: Maxpoll should not be selected under 4 (16 sec), as otherwise, internal
trimmung may be inaccurate.
Maxpoll and Minpoll on automatic can lead to insufficient synchronization
accuracy. The specified accuracies were measured with Minpoll = 3 and
Maxpoll = 6.
The configuration server should be used whenever possible.
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o Telnet 10.241.0.1

Configuration of the Multi- / Broadcast address is as follows:

=10l x|

DTS 4138.timeserver Mozser—Baer AG

NTP MULTI- ~ BROADCAST-ENTRY 1

1 Multi- or broadcast IP address

2 Interval 4zec
3 TIL <only for multicast? 1hops
4 Authentication key of f

28 Return and save
22 Return and discard changes

Enter desired menu number?

IP address of the destination network (multicast or broadcast).

ENTER without entering an address will delete the entry.

Interval for sending out the NTP information in seconds.

The interval is rounded after the entry to NTP standard, which only permits values

of format 2*: 1,2,4,8,16,32,64... Maximum 65536 seconds.
TTL (time to live) in hops. Only required for multicast.

Number of routers over which the multicast packet should be transmitted: for

simple networks without a router - enter 1, for 1 router - enter value 2.

Authentication key: off, key number, autokey

i Notice: All changes lead to a restart of the NTP server.
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Configuration of the NTP authentication:
The NTP authentication is described in chapter "8.10 NTP Authentication®.

_iix
DIS 4138 _timeserver Moser—Baer AG

NTP AUTHENTICATION

Autokey password
Autokey command

1 Import keys <from Aram?

2 Export keys <to sram?

3 Trusted Cactive? keys

4 Reguest keys <ntpg? of f
g Control keys <{ntpdc of f
?

28 Return and save
29 Return and discard changes

Enter desired menu number?

1. Import keys (from /ram directory)
The file ntp.keys must first be copied into the directory /ram.

Notice: The file must be named exactly in this way and written entirely in small
letters.

2. Export keys (to /ram directory)
The current ntp.keys file is written in the directory /ram.

Select the trusted keys separated by commas or space
Select the request key

Select the control key

Set the auto key password

N o o~ w

Execute for auto key commands:

gen_iff generate the IFF certificate

gen_gq generate the GQ certificate

gen_mv generate the MV certificate

gen_all generate all (IFF,GQ,MV) certificates
gen_client generate the client certificate
update_server update the server certificate
update_client update the client certificate

export_iff export the IFF server certificate to /ram. Parameter password
of the client

export_gq export the GQ server certificate to /ram.

export_mv export the MV server certificate to /ram.

import_iff import the IFF server certificate from /ram.

import_gq import the GQ server certificate from /ram.

import_mv import the MV server certificate from /ram.

clear_ram delete the certificates in /fram

clear_keys delete the certificates in the NTP key directory

Example: export_iff myPassword exports the IFF client certificate to /ram.
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6.5.12 Manual time set / Leap second

C Telnet 10.241.0.1 B ] |

DTS 4138.timeserver Moser—Baer AG

MANUAL TIME SET

Set time CUTCH

Adjust time

Leap second mode a

Leap second date <UTG> AR:AA:AA A1 .81 .13

W Gl D ek

78
79

Enter desired menu numbher_

Return and sawve
Return and discard changes

Set UTC time in the format “hh:mm:ss DD.MM.YY".
Time is set with ENTER!

. Correct time in ms (- = backwards). Range: +/-10'000ms

Time is set with ENTER!

Leap second mode:

0
1

-1

2

off

Additional second will be inserted at entered time

Is set to O=o0ff after inserting the leap second.

Second will be left out at entered time

Is set to O=o0ff after inserting the leap second.

Recognize leap second automatically. Only possible with a source with leap
second announcement!

4. Set UTC time of leap second in format: “hh:mm:ss DD.MM.YY*

For a description of the leap second, see chapter “8.9 Leap second”

6.5.13 Alarms

Under alarms, settings can be undertaken for the following functions:

Alarm relay =» see chapter 6.5.15
E-mail =» see chapter 6.5.17

SNMP traps = see chapter 6.5.18
Alarm input =» see chapter 6.5.19
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6.5.14 Alarm relay

DTS 4138.timeserver

ALARM CONFIGURATION 2
1 Alarmmask for relay

78 Return and save
22 Return and discard changes

Enter dezired menu numhbherl_

Moser—Baer AG

=10lx]

1. Alarm mask for relay (see chapter "6.5.16 Alarm mask")

6.5.15 Alarm mask

o Telnet 10.241.0.1

DTS 4138 .timeserver

[]
[]
[]
[2]
[3]
[]
[]
[]

ALARMMAS K
[ Jl=error disabled.

BithA:
Bit#2:
BitH4:
Bith6:
Bit®g:
Biti@:
Bit12:
Bit14:

DTS restart

Supply voltage too low
Failure supply 2

Error voltage 2.5U
Urong time zone DCF
Error hitlB

IRIG output voltage lo
Error bitld

Enter alarmnumber to alter mask

Moser—Baer AG

[#]=error enabhled

[]
[=]
[]
[]
[s]
[]
[=]
[

=*]

Bit@1:
Bit@3:
Bit@5:
Bit@A?7:
Bit@?:
Biti1:
Bit13:
Bit15:

Press ENTER for next part, 29 to leavel_

=10l x|

Page 1

Error hitl

Failure supply 1
Error voltage 55U
Error voltage 1.25U
Error Time Zone TC
Alarm input

Error hitilld

Error bitlh

Display of all the DTS 4138 alarms (64) on 4 pages. Pages can be scrolled through
with ENTER.

An alarm on the current page can be switched on or off by entering an error number.
The page can be exited with 99. The modifications will be saved or restored one menu
level higher in “ALARM CONFIGURATION". All Alarms with “error bitxx“ are not yet

used.

A description of individual errors can be found in appendix "C Alarm list".

The alarm masks for the various applications (E-mail, SNMP, SNMP Traps, alarm
relay) can differ.
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6.5.16 E-mail
o=

DTS 4138.timeserver Moser—Baer AG

MAIL CONFIGURATION

1 HMailmode of f

2 Alarmmaszk for mail ff £ff £f £f £f ff £ff ff
3 HMailserver

4 HMailport Cdefault 25> 25

5 Destination mail addressl

6 Destination mail address2

7 Reply mail address

g8 From mnail address

28 Return and sawve
9% Return and discard changes

Enter desired menu numbher_

E-mail function on or off.

2. Alarm mask for e-mail notifications (see chapter "6.5.16 Alarm mask")
Changes are stored or reset on the overlying menu page “MAIL
CONFIGURATION®.

3. IP address of the mail server e.g. 10.249.34.5
ENTER without entering an address will delete the entry.

4. Mail server port (often 25)

5.-6. Destination e-mail address.
ENTER without entering an address will delete the entry.

7. Reply address (e.g. support, administrator...)
ENTER without entering an address will delete the entry.

8. Sender address (important for authentication through the mail server)
ENTER without entering an address will delete the entry.

Press ENTER to change to page 2.

Notice: Configuration of a gateway is required for sending e-mails (see chapter
"6.5.21 Network"). This can be set via DHCP or manually.
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E-mail configuration page 2:

=10lx]

DTS 4138.timeserver Moser—Baer AG

MAIL CONFIGURATION 2

11 Authentication mode a
12 User name

13 Password

7?8 Return and save
29 Return and discard changes

Enter desired menu numherl_

11. Authentication mode:
0=off (sender e-mail address used for authentication)
1=auto (tries CRAM-MD5, LOGIN- PLAIN in this sequence)
2=PLAIN
3=LOGIN
4=CRAM-MD5

12. User name (only for authentication mode 1-4)
13. Password (only for authentication mode 1-4)
Press ENTER to change to page 1.

Format of an error message via E-mail:

Event <Alarm 03 set: Power failure 1>
Time <11:26:45 10.01.07>
Hostname <DTS4138 (10.241.0.30)>
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6.5.17

SNMP traps

For a description of SNMP functionality, see also chapter “9 SNMP*. Traps are also
designated as notifications (from SNMP V2)

—Ioix

DTS

78
79

Ent

NMP-TRAP CONFIGURATION

4138 . timeserver Moser—Baer AG

Trap mode of f

Alarmmask for trap £ff £ff £f £f ff £ff £f fF
Trap community string trapmobat ime
Configuration of destination 1

Configuration of destination 2

Time periode for alive message a

Return and save
Return and discard changes

er desired menu numbherl_

Trap mode on or off (applies to alarm and alive traps)

2. Ala

rm mask for SNMP trap messages (see chapter "6.5.16 Alarm mask")

Changes are first stored or reset on the overlying menu page “SNMP TRAP
CONFIGURATION.

3. Trap community string (group membership for traps).
Standard: trapmobatime.

Configuration of the receiving system (trap sink) 1

Configuration of the receiving system (trap sink) 2

Time period for alive messages in seconds. 0 = no alive traps are sent
Range: 1-7'200sec

Notice:

Notice:

Notice:

General settings for SNMP can be found in menu '2. Configuration’ =»
'7. SNMP’. See also chapter "6.5.23 SNMP").

Configuration of a gateway is required for sending SNMP traps (see
chapter 6.5.21 Network). This can be set via DHCP or manually.

Each configuration change leads to a restart of the DTS SNMP Agent.
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Configuration of the receiving systems

i x|

DTS 4138.timeserver Moser—Baer AG

SNMP-TRAF DESTINATION CONFIGURATION 1

1 Address trap destinatdion

2 Port trap destination (default 162> 162
2 SNHMP version 2

?8 Return and save
2?2 Return and discard changes

Enter desired menu numbher_

1. Address of the evaluation system e.g. 10.240.0.9.
ENTER without entering an address will delete the entry.

2. Port of the evaluation system (usually 162).
3. SNMP Version: 1=SNMP V1, 2=SNMP V2c

Notice: Each configuration change leads to a restart of the DTS SNMP Agent.

6.5.18 Alarm input
Description of the functionality of the alarm input.

_ioi x|
DTS 4138.timeserver Moser—Baer AG

ALARM INPUT CONFIGURATION
1 HMode of f

28 Return and save
7?92 Return and discard changes

Enter desired menu numberX_

1. Mode off, on or inverted.
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6.5.19 General settings

-iBx]
DTS 4138.timeserver Moser—Baer AG
GENMERAL SETTINGS
1 Language a
2 Timezone displaved times [+1]1 Brussel
3 Power (B=single, 1l=red.> a
4 Password (menul dt=

28 Return and sawve
9% Return and discard changes

Enter desired menu number>

Setting the display language

2.  Setting the time zone for the display, and also all alarm logs, e-mail and SNMP.
(See chapter 6.5.26 Time zone selection).

3.  Power: O=simple power, 1=redundant power
(See chapter “10 Power supply alternatives®)

4.  Enter password for the menu (user dts) (max. 15 characters).
A password must be configured.
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6.5.20 Network

_iBix

DTS 413B.timeserver Moser—Baer AG

[==R% F=p R R TLY LY

METWORK GENERAL

IFU4 Configuration LAN 1

IPU6 Configuration LAN 1

Metwork Interface LAN 1 auto
IPU4 Configuration LAN 2

IPU6 Configuration LAN 2

Metwork Interface LAM 2 auto
Host name <Device name? DIS4138
Domain name

28 Return and sawve
22 Return and discard changes

Enter desired menu numherl_

N g~ w NP

Notice:

Configuration of IPv4 parameters LAN 1

Configuration of IPv6 parameters LAN 1

Set network interface LAN 1: Auto, 100/10Mbit, half, full duplex.
Configuration of IPv4 parameters LAN 2

Configuration of IPv6 parameters LAN 2

Set network interface LAN 2: Auto, 100/10Mbit, half, full duplex.
Set host name.

A host name must always be configured.

Host names and their format are described in the Internet standards RFC
952 and RFC 1123:

Domains and host names may only contain letters (capitals or small
letters) and numerals ("0-9"). In addition, the minus sign ("-") may also be
used, as long as it is not at the end.

Everything else is not permitted!

8. Set domain e.g. test.org

View of the current network state in Menu: ‘1 Status’ =» ‘6 Info network config.'

i Notice: The menu is closed upon modifying the IP or the DHCP mode.

® Notice: DHCP on/off, each change of this setting will result in a restart of the NTP

I server!

[ Notice: For the operation of a Multicast communication (NTP and Time Zone
Server) the configuration of a gateway is mandatory. The gateway can
be set manually or by using DHCP. If no gateway is available, the own IP
address can be used.

i Notice: Only one DNS server should be configured (IPv4 or IPv6).
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[ ) Notice: Modifications to the network must be coordinated with the network
I administrator!

i Notice: The LAN 1 gateway has priority compared to the LAN 2 gateway!

i Notice: If only one LAN interface is used, it always has to be LAN 1!

® Notice: The two LAN interfaces may not be configured in the same network
I (subnet)!

Network configuration IPv4:

=1

DTS 4138.timeserver Moser—Baer AG

NETWORK IPU4 LAN 1
1 DHCP on

2 IP address DHCP
3 Subnet maszk DHGP
4 Gateway DHCP
5 DHE szerver DHCP

28 Return and save
22 Return and discard changes

Enter desired menu number>

1. DHCP on or off, the following fields are not available in case of DHCP = on.
A DHCP renew can also be triggered via this point.

Notice: DHCP on, if no DHCP server is available, leads to longer start-up time
(<75 sec.) of the DTS.

2.-5. Set IP address, subnet mask, gateway and DNS server. Format = 10.240.98.7
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Network configuration IPv6:

=

DTS 4138.timeserver Moser—Baer AG

METWORK IFVG LAN 1

1 HMode ~ Autoconf of f

2 DHCPvG of f

3 IP addressz 1 ~ Prefix A::8-64
4 Gateway 1 A:-:a

5 DHE server a::8

7?8 Return and save
29 Return and discard changes

Enter desired menu number>

Autoconf on or off
DHCPvV6 on or off

IP address with prefix in IPv6 format
e.g. 2001:2345:6789::12:1:34/64

Gateway in IPv6 format
IPv6 DNS server

6.5.21 Services (network services FTP, telnet, SSH...)
Network services configuration:

-ioix]

DTS 4138.timeserver Mozer—Baer AG

NETWORK SERVICES

1 telnet on
2 ftp on
3 ssh, scp, sftp on

28 Return and save
2% Return and discard changes

Enter desired menu numherl_

1.-3. Switch the individual services off or on.
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6.5.22 SNMP
For a description of SNMP functionality, see also chapter “9 SNMP*.

=

DTS 4138.timeserver Mozer—Baer AG

NMP CONFIGURATION
SNMPF mode on
Alarmmask for SNMP ff £ff ff £f £f £f ff ff
DTS location
Contact information
SNMFP U1.-U2¢ security configuration
SMMP U3 security configuration

O CR Wl G0 DD e £

28 Return and save
22 Return and discard changes

Enter desired menu number>

1. Mode. 0=off, 1=V1 +V2c + V3, 2=V2c + V3, 3=V3only
The MIB 2 SNMP information is also available with "Mode = off"

Notice: To send out MIB-2 traps, the trap community and the destination address
must at least be configured in menu '2. Configuration’ = '3. Alarms’> ’3.
Traps’. See also chapter “6.5.18 SNMP traps".

2. Alarm mask for SNMP status (see chapter "6.5.16 Alarm mask"). The modifications
will be saved or restored one menu level higher in “SNMP CONFIGURATION".

DTS Location information, which is displayed in SNMP management tool.
Contact information, which is displayed in SNMP management tool.

Configuration of SNMP V1 / V2 c (specific settings). See chapter “6.5.24 SNMP V1
/v2ct

6. Configuration of SNMP V3 (specific settings). See chapter “6.5.25 SNMP V3*

Notice: Each configuration change leads to a restart of the DTS SNMP Agent.
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6.5.23 SNMP V1/V2c

£ Telnet 10.241.0.1

=10lx]

DTS 4138.timeserver Moser—Baer AG

SNHNMP U1.-U2c CONFIGURATION
1 Readonly community string romohatime
2 Readrswrite community string rumohatime

78 Return and save
22 Return and discard changes

Enter dezired menu numbher>

1. Community string for read only (Group membership for GET).
Standard: romobatime.

2. Community string for read/write (Group membership for GET/PUT).
Standard: rwmobatime.

Notice: Each configuration change leads to a restart of the DTS SNMP Agent.
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6.5.24 SNMP V3
=10lx|

DTS 413B.timeserver Moser—Baer AG

SNMFP U3 CONFIGURATION

1 User 1 configuration (dtslserl)

2 User 2 configuration (dtslserz?

3 Access 1 configuration (viewDTS1)>
4 Access 2 configuration (wiewDTS52)>

29 Return

Enter desired menu numbher_

1. - 2. Configuration of user-defined SNMP accounts dtsUserl and dtsUser2
3. —4. Configuration of user-defined SNMP access rights viewDTS1 and viewDTS2

Notice: Each configuration change leads to a restart of the DTS SNMP Agent.

User configuration SNMP V3:
IOl x]

DTS 4138.timeserver Mozer—Baer AG

SHNMP U3 USER CONFIGURATION dtslUserl
1 Password for authent. and privacy mobat ime
2 Min security level auth

3 Read access (read view) _all_

4 Uprite access (urite vieuw) viewDTS1

28 Return and save
29 Return and discard changes

Enter desired menu number>_

Password for authentication (MD5) and privacy (DES). 8 — 40 characters.

2. Minimal security level:  1=noauth (no authentication)
2=auth (only authentication)
3=priv (authentication and privacy)

3. SNMP read access: O=none (no access)
1=all (full access)
2=DTS info (only DTS specific information)
3=user defined 1 (viewDTS1)
4=user defined 2 (viewDTS2)
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4. SNMP write access O=none (no access)
1=all (full access)
2=DTS info (only DTS specific information)
3=user defined 1 (viewDTS1)
4=user defined 2 (viewDTS2)

Notice: Each configuration change leads to a restart of the DTS SNMP Agent.

Access configuration SNMP V3:

_lojx

DTS 413B.timeserver Moser—Baer AG

SNMP U3 ACCESE CONFIGURATIOM u
Include 0ID 1 .
Include OID
Include OID
Exclude 0OID
Exclude 0ID
Exclude O0ID

OO W G DD ek
L [ = Ll D

28 Return and save
29 Return and discard changes

Enter desired menu number’

1. - 3. Include View path, form: .1.3..6.1.4.1.13842.4 (e.g. DTS) or .iso
(complete SNMP ISO path).

4. - 6. Exclude View path: analogue include.

Notice: Each configuration change leads to a restart of the DTS SNMP Agent.
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6.5.25 Time zone selection

o Telnet 10.241.0.1

SELECTION TIME ZONE
= @A: [A]1 UIC

A2: [+11 Brussel

B4: [+2] Bucharest

B6: [+6]1 Dhaka
[+3]1 Kuwait
[+3.5]1 Tehran
[+4.5%]1 Kabul
[+5%] Tashkent
[+6] Astana
[+8]1 Singapore

P
000N Ja [ @ 50
el

Enter reqguested time =zone

Press enter for next part,

DTS 413B.timeserver Moser—Baer AG

P e
L= R RS = G T LD o

E5C to leave?

=101]

Page 1
[B]1 London
[+2]1 Athens
[+2]1 Cairo
[+2] Tel Aviwv
[+3]1 Moscow
[+4]1 Abu Dhabi
[+5]1 Yekaterinb.
[+5.5]1 Mumbai
[+7]1 Bangkok
[+2]1 Tokyo

Display of all the DTS 4138 time zones (100) over several pages. The pages can be

scrolled through with ENTER.

A time zone can be selected on the current page by entering a time zone number.

Only one time zone can be selected.

A * indicates the selected time zone.

Press ESC to leave the page. The modifications will be saved or restored one menu

level higher.
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6.6 Maintenance menu

-0/

DTS 4138.timeserver Moszer—Baer AG

MAINTENANCE

Update software <FIP)>

Update software (USB)>

Backup configuration and log to USB
Backup configuration local

Restore configuration (hackup?
Restore configuration (default MOBA>
Restart device

Copy telegram files

00 =0 O LR b L D

22 Heturn

Enter desired menu numbher_

1. Initiating a software update (files must have been copied by FTP into the directory
/ram of the DTS 4138 before). = See chapter "7 Updates".
The command always leads to a restart of the DTS 4138 (even if no files were
copied for update).

Notice: Possibly save configuration first.

2. Initiate a software update (files must first be put on to a USB stick in the DTS
4138). = See chapter "7 Updates". The command always leads to a restart of the
DTS 4138 (even if no files were copied for update)

Notice: Possibly save configuration first.

3. Save the entire configuration (incl. telegram files) and the log files on a USB stick .
Also generates a diagnosis file (dts4138system_xxxxxxxxxxxx.log) in the directory
/ram which is also copied on to the USB stick or which can be downloaded per FTP
(only for support).

Backup the entire configuration locally (=¥ file dts4138.conf.bkp is created).
Restore the entire configuration from a backup stored locally.

Restore the entire configuration to factory settings.

Restart DTS 4138.

Copy telegram files onto the DTS 4138.
= See chapter "7.10 Copying Telegram files to the DTS 4138.timeserver".

© N o g &

See also chapter "7 Updates".
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7 Updates

7.1

Updating images with MOBA-NMS

7.2

Steps for updating images using MOBA-NMS:

1.

o~ w DN

Select DTS device(s) in the device view.

Menu ‘Edit' = ‘Commands' =» Select ‘Firmware Update...".

Enter the path to the file ‘dtscheck.md5* or select it using the ‘Browse...‘ button.
Enter further paths to images or select them using the ‘Browse..." button.

Optionally: Check the box ‘Backup device(s) configuration before update' and enter
the destination directory for the backup file(s). If a destination folder is selected, the
whole device configuration will be saved before the backup. Additionally, if the
image ‘dts4138cfg.img’ is written too, the saved configuration can be automatically
restored after the update. For this, check the box ‘restore configuration after
update’.

By clicking the ‘OK" button, the update is initiated.

Important: The update procedure (item 6) can take some time (<5 min.) and may not

be interrupted under any circumstances. In case of an interruption, the
software on the DTS 4138 is destroyed and can only be repaired in the
factory.

Updating images with FTP

Possible images are: u-bootDTS4138, rootfsDTS4138.img, uimageDTS4138,
dts4138app.img, dts4138cfg.img. Additionally the file dtscheck.md5 must exist.
=> all file names are case-sensitive.

Steps for updating images:

1.

o ok~ w

Connect a FTP client software to the DTS 4138 e.g. with Internet Explorer enter:
ftp://dts@[IP address]) (as user dts).
See also chapter

If an update of the image dtscfg.img is made, the configuration of the DTS 4138
and the telegram files are overwritten. In order to store the configuration, the file
dts4138.conf from the directory /etc and any possible telegram files must be saved
from the directory /var/local/dts. After the update, the file can again be written on
the DTS 4138 in accordance with chapter “7.3 Updating applications or
configurations with FTP*.

Change to the directory /ram.
Copy the image into the directory /ram.
Close FTP connection.

The update procedure can be started on DTS 4138 by selecting the menu '3.
Maintenance' = '1. Update software (FTP)' and press ENTER. The message
"Update in progress" appears and at the same time, “Please wait!>" is shown in
the command line. All images are copied. The DTS 4138 is automatically restarted
on completion of the update.

The Telnet or SSH session has to be restarted.
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Notice: The update procedure (point 6) may take some time depending on the
type and number of images (<5 min) and must not be interrupted under
any circumstances. If interrupted, the software on the DTS 4138 will be
destroyed and the DTS 4138 has to be returned to the manufacturer for
repairing.

Starting up after an update can also take some minutes (<10 min), or it can result in an
additional restart, as the file systems have to be checked first.

To eliminate any mistakes during update procedure, the versions should be verified
after the update.

7.3 Updating applications or configurations with FTP

To wupdate individual files such as, e.g. dts4138app, dts4138menu, ntpd,

dts4138mod.ko, dts4138.conf, etc. on the DTS 4138, the following steps are carried out

=> all file names are case-sensitive:

1. Connect a FTP client software to the DTS 4138 e.g. with Internet Explorer enter:
ftp://dts@[IP address]) (as user dts). See also chapter 7.6 FTP connection

2. Change to the directory /ram.

3. Copy all the files to be updated into the directory /ram.

4. Close FTP connection.

5. The update procedure can be started on DTS 4138 by selecting the menu '3.
Maintenance' = '1. Update software (FTP)’ and press ENTER.
The message "Update in progress" appears and at the same time, “Please wait!>"
is shown in the command line. All images are copied. The DTS 4138 is
automatically restarted on completion of the update.
The Telnet or SSH session has to be restarted.

(] Notice: The update procedure (point 5) may take longer time depending on the
type and number of images (<5 min) and must not be interrupted under
any circumstances. If interrupted, the software on the DTS 4138 will be
destroyed and the DTS 4138 has to be returned to the manufacturer for
repairing.

To eliminate any mistakes during update procedure, the versions should be verified

after the update.

7.4 Updating images via USB

Possible images are: u-bootDTS4138, rootfsDTS4138.img, uimageDTS4138,

dts4138app.img, dts4138cfg.img. Additionally the file dtscheck.md5 must exist.

=> all file names are case-sensitive.

Steps for updating images:

1. Copy images to the USB stick

2. Plug the stick in the DTS 4138

3. If an update of the dtscfg.img image is made, the configuration of the DTS 4138
and the telegram files are overwritten. In order to store the configuration, the file
dts4138.conf from the directory /etc and any possible telegram files must be saved
from the directory /var/local/dts. After the update, the file can again be written on
the DTS 4138 in accordance with chapter “7.3 Updating applications or
configurations with FTP*.
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4. The update procedure can be started on DTS 4138 by selecting the menu '3.
Maintenance' = '2. Update software (USB)’ and press ENTER.
The message "Update in progress" appears and at the same time, “Please wait!>"
is shown in the command line. All images are copied. The DTS 4138 is
automatically restarted on completion of the update.
The Telnet or SSH session has to be restarted.

5. As soon as the DTS 4138 is restarted, remove the USB stick.

Notice: The update procedure (point 4) may take longer time depending on the
type and number of images (<5 min) and must not be interrupted under
any circumstances. If interrupted, the software on the DTS 4138 will be
destroyed and has to be returned to the manufacturer for repairing.

Starting up after an update can also take some minutes (<10 min), or it can result in an
additional restart, as the file systems have to be checked first .

To eliminate any mistakes during update procedure, the versions should be verified
after the update.

7.5 Updating applications or configurations via USB

To update individual files, e.g. dts4138app, dts4138menu, ntpd, dts4138maod.ko,
dts4138.conf, etc. on the DTS 4138, the following steps are carried out
=>» all file names are case-sensitive, all names with 4138:

1. Copy applications (or configuration) to the USB stick
2. Plug the stick in the DTS 4138

3. The update procedure can be started on DTS 4138 by selecting the menu '3.
Maintenance' = '2. Update software (USB)’ and press ENTER.
The message "Update in progress" appears and at the same time, “Please wait!>"
is shown in the command line. All applications are copied. The DTS 4138 is
automatically restarted on completion of the update.
The Telnet or SSH session has to be restarted.

4, As soon as the DTS 4138 is restarted, remove the USB stick.

Notice: The update procedure (point 3) may take longer time depending on the
type and number of images (<5 min) and must not be interrupted under
any circumstances. If interrupted, the software on the DTS 4138 will be
destroyed and the DTS 4138 has to be returned to the manufacturer for
repair.

To eliminate any mistakes during the update procedure, the versions should be verified
after the update.

Important: USB stick recognition:
After removing the USB stick, wait approx. 1 min. before re-inserting the it
again. Otherwise it can be, that the USB stick is not recognized.
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7.6 FTP connection

Establish anonymous connection:
ftp://*1P address of DTS 4138
to directly reach the sub-directory /ram, e.g. Explorer ftp://10.241.0.5

Establish connection as/with a user:
ftp://dts@" IP address of DTS 4138".

e.g. with Internet Explorer enter: ftp://dts@10.241.0.5

Password: dts resp. the defined password for the 